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Establishing a research team to assemble behavioral and 

social profiles of terrorists and the way those profiles 
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Counterterrorism through profiling 
The ability to trace potential terrorists using 

profiling techniques within the social networks 
 

Profiling is: a method of human focused risk management 

 

Profiling in general: 

Profiling is the art of gathering and analyzing relevant information 

regarding a specific person that would allow prediction as for this 

person's intentions and behavior in given situations. 

 

The information is gathered using methods of data mining made from 

open and authorized sources. The analysis is made using state of the art 

methods and techniques developed. The process is legally assured. 

 

Profiling leads to the evaluation of: 

• Dominant psychological and social characteristics. 

• General behavioral patterns. 

• Integrity and credibility. 

• Predicted behavior in given situations. 

• Strength and weaknesses. 

 

DH&A, the elite European consultancy forum developed a state-of-the-

art method of profiling various kind of people. The method is the analysis 

of gathered selected information that is channeled into the ability to 

predict the behavior of the selected person in different situations. 

 

The modus operandi is based on the analytic model published at Dr. Dov 

Yanai's book "The SILVER ACE" (Orion, 2015) and his latest book "The 

diary of a profiler" (Media 10, 2018). 
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Counterterrorism through profiling 
Establishing a research team to assemble behavioral and 

social profiles of terrorists and the way those profiles 

will be reflected in the various social networks. 

 

The essence of the venture: 

Based on its vast experience, the DH&A research team, led by Dr. 

Hamovitz and Dr. Taneva and with the mentoring of Dr. Yanai, intends to 

come up with a series of profiles of potential terrorists and the way they 

will be reflected in the social networks. Doing so will allow tracing and 

tracking people that comply with those profiles. 

 

Moral and legal limitations: what cannot become a primary criterion? 

1. Ethnic origin 

2. Religion 

3. Political views 

4. Gender 

 

The purpose of the venture: 

1. Allowing social networks operators trace and track potential terrorists 

in their networks and take decisions regarding how to treat those 

appearances. 

2. The fruit of the venture is a decision-making support tool. 

 

GDPR (General Data Protection Regulation) sensitivity: 

"The regulation does not apply to the processing of corporate data nor 

does it apply to personal data in cases of national security protection or 

criminal law enforcement activity within the EU." 

 

Terms to be used: 

• False positive / false negative. 

• Level of sensitivity. 

• Elimination of white noise. 

• Grouping / triggering / casting suspicion / incrimination. 
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Stages in gaining the goal of the venture: 

 

Stage 1 - Data, information and intelligence gathering. In this stage all the 

necessary information is being gathered and studied. 

Stage 2 - Assembling full behavioral and social profiles of terrorists. 

Considering the information gathered, the SILVER ACE 

analytic model and broad knowledge in psychology, sociology 

and other field of expertise, the team assembles a serial of 

profiles aimed to answer the goal of the venture. 

Stage 3 - Indication to trace and track assembled profiles within social 

networks. After having the profiles, the question is how those 

profiles will be reflected within social networks? What hints to 

look for that will be reflecting components in the profile? 

Stage 4 - Developing algorithm and running the profiles within social 

networks. Developing an algorithm matching the outcomes of 

the previous stage and running it to monitor results. 

Stage 5 - Feedback process – Analyzing results of running the profiles 

and the way it influences every previous stage. When satisfied 

a shift to the pilot stage is possible. 

Stage 6 – Pilot study: Running the profiles within a limited period f time, 

analyzing results and decision whether to go back to previous 

stages or declare version 1.0 ready. 

Stage 7 - Version 1.0 – Using the algorithm with close monitoring and 

frequent updates. 
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The research team: 

Mentor: Dr. Dov Yanai – President, GENESIS Group 

 

Team leaders: 

Dr. Yehuda Hamovitz – Senior associate – founder, DH&A 

Dr. Stanimira Taneva – Nottingham University, UK 

 

Team members: 

Psychologists, sociologists, intelligence experts, counterterrorism experts, 

computer developers, social networks experts, research assistances.  

 

 

Timeslot: 

6 months from launch to delivering profiles. 

 

 

For further information: 

Dr. Yehuda Hamovitz 

Tel; +972-52-3606-287 

Email: yehuda@dh-aa.com  

mailto:yehuda@dh-aa.com

